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but is not required to, participate in 
the facility’s scheduled drill. 

(4) Drills must be conducted within 
one week whenever the percentage of 
vessel personnel with no prior partici-
pation in a vessel security drill on that 
vessel exceeds 25 percent. 

(c) Exercises. (1) Exercises must be 
conducted at least once each calendar 
year, with no more than 18 months be-
tween exercises. 

(2) Exercises may be: 
(i) Full scale or live; 
(ii) Tabletop simulation or seminar; 
(iii) Combined with other appropriate 

exercises; or 
(iv) A combination of the elements in 

paragraphs (c)(2)(i) through (iii) of this 
section. 

(3) Exercises may be vessel-specific 
or part of a cooperative exercise pro-
gram to exercise applicable facility and 
vessel security plans or comprehensive 
port exercises. 

(4) Each exercise must test commu-
nication and notification procedures, 
and elements of coordination, resource 
availability, and response. 

(5) Exercises are a full test of the se-
curity program and must include the 
substantial and active participation of 
relevant company and vessel security 
personnel, and may include facility se-
curity personnel and government au-
thorities depending on the scope and 
the nature of the exercises.

§ 104.235 Vessel recordkeeping re-
quirements. 

(a) Unless otherwise specified in this 
section, the Vessel Security Officer 
must keep records of the activities as 
set out in paragraph (b) of this section 
for at least 2 years and make them 
available to the Coast Guard upon re-
quest. 

(b) Records required by this section 
may be kept in electronic format. If 
kept in an electronic format, they 
must be protected against unauthor-
ized deletion, destruction, or amend-
ment. The following records must be 
kept: 

(1) Training. For each security train-
ing session, the date of each session, 
duration of session, a description of the 
training, and a list of attendees; 

(2) Drills and exercises. For each drill 
or exercise, the date held, description 

of drill or exercise, list of participants; 
and any best practices or lessons 
learned which may improve the Vessel 
Security Plan (VSP); 

(3) Incidents and breaches of security. 
Date and time of occurrence, location 
within the port, location within the 
vessel, description of incident or 
breaches, to whom it was reported, and 
description of the response; 

(4) Changes in Maritime Security 
(MARSEC) Levels. Date and time of no-
tification received, and time of compli-
ance with additional requirements; 

(5) Maintenance, calibration, and test-
ing of security equipment. For each oc-
currence of maintenance, calibration, 
and testing, the date and time, and the 
specific security equipment involved; 

(6) Security threats. Date and time of 
occurrence, how the threat was com-
municated, who received or identified 
the threat, description of threat, to 
whom it was reported, and description 
of the response; 

(7) Declaration of Security (DoS). 
Manned vessels must keep on board a 
copy of the last 10 DoSs and a copy of 
each continuing DoS for at least 90 
days after the end of its effective pe-
riod; and 

(8) Annual audit of the VSP. For each 
annual audit, a letter certified by the 
VSO stating the date the audit was 
completed. 

(c) Any records required by this part 
must be protected from unauthorized 
access or disclosure.

§ 104.240 Maritime Security (MARSEC) 
Level coordination and implemen-
tation. 

(a) The vessel owner or operator 
must ensure that, prior to entering a 
port, all measures are taken that are 
specified in the Vessel Security Plan 
(VSP) for compliance with the 
MARSEC Level in effect for the port. 

(b) When notified of an increase in 
the MARSEC Level, the vessel owner 
or operator must ensure: 

(1) If a higher MARSEC Level is set 
for the port in which the vessel is lo-
cated or is about to enter, the vessel 
complies, without undue delay, with all 
measures specified in the VSP for com-
pliance with that higher MARSEC 
Level; 
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(2) The COTP is notified as required 
by § 101.300(c) when compliance with 
the higher MARSEC Level has been im-
plemented; and 

(3) For vessels in port, that compli-
ance with the higher MARSEC Level 
has taken place within 12 hours of the 
notification. 

(c) For MARSEC Levels 2 and 3, the 
Vessel Security Officer must brief all 
vessel personnel of identified threats, 
emphasize reporting procedures, and 
stress the need for increased vigilance. 

(d) An owner or operator whose ves-
sel is not in compliance with the re-
quirements of this section must inform 
the COTP and obtain approval prior to 
entering any port, prior to interfacing 
with another vessel or with a facility 
or to continuing operations. 

(e) For MARSEC Level 3, in addition 
to the requirements in this part, a ves-
sel owner or operator may be required 
to implement additional measures, 
pursuant to 33 CFR part 6, 160 or 165, as 
appropriate, which may include but are 
not limited to: 

(1) Arrangements to ensure that the 
vessel can be towed or moved if deemed 
necessary by the Coast Guard; 

(2) Use of waterborne security patrol; 
(3) Use of armed security personnel 

to control access to the vessel and to 
deter, to the maximum extent prac-
tical, a TSI; or 

(4) Screening the vessel for the pres-
ence of dangerous substances and de-
vices underwater or other threats.

§ 104.245 Communications. 

(a) The Vessel Security Officer must 
have a means to effectively notify ves-
sel personnel of changes in security 
conditions on board the vessel. 

(b) Communications systems and pro-
cedures must allow effective and con-
tinuous communication between the 
vessel security personnel, facilities 
interfacing with the vessel, vessels 
interfacing with the vessel, and na-
tional or local authorities with secu-
rity responsibilities. 

(c) Communication systems and pro-
cedures must enable vessel personnel 
to notify, in a timely manner, shore 
side authorities or other vessels of a se-
curity threat or incident on board.

§ 104.250 Procedures for interfacing 
with facilities and other vessels. 

(a) The vessel owner or operator 
must ensure that there are measures 
for interfacing with facilities and other 
vessels at all MARSEC Levels. 

(b) For each U.S. flag vessel that 
calls on foreign ports or facilities, the 
vessel owner or operator must ensure 
procedures for interfacing with those 
ports and facilities are established.

§ 104.255 Declaration of Security 
(DoS). 

(a) Each vessel owner or operator 
must ensure procedures are established 
for requesting a DoS and for handling 
DoS requests from a facility or other 
vessel. 

(b) At MARSEC Level 1, the Master 
or Vessel Security Officer (VSO), or 
their designated representative, of any 
cruise ship or manned vessel carrying 
Certain Dangerous Cargoes, in bulk, 
must complete and sign a DoS with the 
VSO or Facility Security Officer 
(FSO), or their designated representa-
tive, of any vessel or facility with 
which it interfaces. 

(1) For a vessel-to-facility interface, 
prior to arrival of a vessel to a facility, 
the FSO and Master, VSO, or their des-
ignated representatives must coordi-
nate security needs and procedures, 
and agree upon the contents of the DoS 
for the period of time the vessel is at 
the facility. Upon a vessel’s arrival to 
a facility and prior to any passenger 
embarkation or disembarkation or 
cargo transfer operation, the FSO or 
Master, VSO, or designated representa-
tives must sign the written DoS. 

(2) For a vessel engaging in a vessel-
to-vessel interface, prior to the inter-
face, the respective Masters, VSOs, or 
their designated representatives must 
coordinate security needs and proce-
dures, and agree upon the contents of 
the DoS for the period of time the ves-
sel is at the facility. Upon the vessel-
to-vessel interface and prior to any 
passenger embarkation or disembarka-
tion or cargo transfer operation, the 
respective Masters, VSOs, or des-
ignated representatives must sign the 
written DoS. 

(c) At MARSEC Levels 2 and 3, the 
Master, VSO, or designated representa-
tive of any vessel required to comply 
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